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1 SKD Labs 

 

SKD Labs is a leading independent testing facility and specializes in 

functionality testing, performance validation and certification of 

information security products and services. It develops and implements 

the highest testing standards to ensure maximum product effectiveness 

in functionality and performance. SKD Labs' independent testing and 

technical consultancy services benefit information security vendors to 

gain market advantage and to compete with established brands not 

only in Asia but also throughout markets worldwide. Through its 

conferences, seminars, and information publishing activities, SKD Labs 

develops awareness among users of security products–both consumers 

and business users–of the threats to information security and the 

products available to deal with those threats. Its Starcheck certification 

has been widely recognized by networking and information security 

industry, business and home users in the market. 

 

SKD Labs Website: www.skdlabs.com 
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2 The Product 

 

Sangfor Engine Zero is based on machine learning and designed to 

analyze files as malware or goodware. Analysis results are produced in 

real time.  

 

3 Test Methodology 

 

This test is to evaluate how effective and accurate Sangfor Engine Zero 

analyzes files as malware or goodware in real time.  

 

1. From SKD Labs malware sample database, select 20,000 malware 

samples, including Trojan, infectious viruses, worms, WannaCrypt 

and other types of malicious samples. 

 

2. Run Sangfor Engine Zero against the samples for detection. 

 

3. Check the returned results for accuracy. 

 

4. Run Sangfor Engine Zero against 5,000 standard Microsoft files from 

Microsoft Windows systems. Check the returned results for false 

positives. 

 

The engine was run in Ubuntu 16.04. 
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4 Test Results 

 

Among the 20,000 malware samples for analysis, 19,702 samples were 

returned with correct results very quickly. 298 samples were returned 

with incorrect detection.  

 

 

Test Screenshot 1 

 

 

Test Screenshot 2 

 

 

Test Screenshot 3 
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Test Screenshot 4 

 

 

 

Among the 5,000 standard Microsoft Windows files for analysis, no file 

was returned with incorrect detection. 
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5 Conclusion 

 

The malware detection rate: 98.51% 

The false positive rate: 0 

 

SKD Labs certifies the ability of Sangfor Engine Zero to detect malware. 

Test Date: December 2018 

Certification Number: SKD ZS 2018-02-11-01 

This certificate is valid until January 25, 2020 
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6 Copyright and Disclaimer 

 

©2018- SKD Labs, Inc. All rights reserved. No part of this 

publication may be reproduced, photocopied, stored on a 

retrieval system, or transmitted without the express written 

consent of the authors. 

 

Please note that access to or use of this document is conditional on 

the following: 

 

1. The test included in this report was independently conducted 

by SKD Labs. SKD Labs is solely responsible for the contents of 

this report.  

 

2. The information in this document is believed by SKD Labs to 

be accurate and reliable at the time of publication, but is not 

guaranteed. All use of and reliance on this document are at 

the reader’s sole risk. SKD Labs is not liable or responsible for 

any damages, losses, or expenses arising from any error or 

omission in this document. 

 

3. NO WARRANTIES, EXPRESS OR IMPLIED ARE GIVEN BY SKD LABS. 

ALL IMPLIED WARRANTIES, INCLUDING IMPLIED WARRANTIES OF 

MERCHANTABILITY, FITNESS FOR A RTICULAR PURPOSE, AND 

NON-­‐INFRINGEMENT ARE DISCLAIMED AND EXCLUDED BY SKD 

LABS. IN NO EVENT SHALL SKD LABS BE LIABLE FOR ANY 

CONSEQUENTIAL, INCIDENTAL OR INDIRECT DAMAGES, OR 

FOR ANY LOSS OF PROFIT, REVENUE, DATA, COMPUTER 

PROGRAMS, OR OTHER ASSETS, EVEN IF ADVISED OF THE 

POSSIBILITY THEREOF. 

 

4. This document does not constitute an endorsement, 

recommendation, or guarantee of any of the products 

(hardware or software) tested or the hardware and software 

used in testing the products. The testing does not guarantee 

that there are no errors or defects in the products or that the 

products will meet the reader’s expectations, requirements, 

needs, or specifications, or that they will operate without 

interruption. 
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5. This document does not imply any endorsement, 

sponsorship, affiliation, or verification by or with any 

organizations mentioned in this report. 

 

6. All trademarks, service marks, and trade names used in this 

document are the trademarks, service marks, and trade 

names of their respective owners. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 


